Flat Model Summary

Flat Unweighted Model

ID Group Pass Fail Score Max W

0 account lockout policy setfings 0 3 0 3 0.00%
1 kerberos policy settings 0 0 0 0 0.00%
2 password policy settings a & i & 0.00%0
3 event log policy group 0 9 0 | 0.00%
4 file permissicns group 0 0 0 0 0.00%
5 audit policy settings 0 9 a0 9 0,000
6 security options settings 1 7G 1 77 L30%
7 user rights assignments 1] 1] 1] i] 0,00
8 system services seffings 0 24 a 24 0.00%
9  microsoft peer to peer networking services settings 0 1 0 1 0.00%
10 network connection settings 0 3 a 3 0.00%%
11 error reporting settings a 1 a 1 0,00
12 group policy setfings 0 1 0 i 0.00%
13 internet communication settings a 17 a 17 000
14 on settings a 3 i 3 0.00%0
15 remote sssistance settings a 2 a 2 0,00
16 remcte procedurs call settings 0 2 0 2 0.00%
17 internst-information services settings a 1 a 1 0,00
18 nstmesting sefiings a 1 i 1 0.00%0
19 terminal services settings ] 4 i ] 4 0,00
20 windows explorer settings 0 1 0 i 0.00%
21 windowis installer settings 0 3 0 3 0.00%
22 windows media player settings 0 3 0 3 0.00%
23 windowis messenger settings 0 2 0 2 0.00%%
24 control panel settings 0 2 0 2 0.00%
25 power mansgement settings a i a 1 0,000
26 zttachment manager setiings 1] 3 a 3 0,00
27 security petches 0 1 0 1 0.00%
28 Total 1 179 1 180  0.55%



Rule Summary

0.1 CCE-2228-0 The "account lockout durstion” policy should mest minimum reguirements, FAIL
0.2 CCE-2385-8 The "account lockout threshold” policy should mest minimum reguiremsents. FAIL
0.3 CCE-24556-1 The “resst account leckout counter sfter” policy should mest minimum reguirements. FAIL
Lkerberospolicysettings
1.1 CCE-3188-0 The "Enforce user logon restrictions” policy should be set correcthy. NOTCHECKED
1.2 CCE-2708-6 The "Maximum Service Ticket Litfetime” policy should be sst correcthy, MNOTCHECKED
1.3 CCE-2803-5 The "Maximum User Ticket Lifetime” policy should be set correcthy. NOTCHECKED
1.4 CCE-3063-5 The "Maximum User Renewal Lifetime” policy should be set correcthy. NOTCHECKED
1.5 CCE-3208-6 The "Maximum tolerance for computer clock synehronization” policy should be set correcthe. NOTCHECKED
—_
CCE-25%4-2 The "enforce pesswiord history”™ policy should mest minimum reguirements, FAIL
2.2 CCE-2520-7 The "maximum password age” policy should mest mininun reguirsments. FAIL
2.3 CCE-2433-& The "minimum pesswiord age” policy should mest minimum reguirements. FAIL
2.4 CCE-23E81-9 The “minimum password length” policy should mest minirum requirements. FAIL
2.5 CCE-2725-9 The "passwiord must mest complexity reguirments” policy should be set correcthy, FAIL
2.6 CCE-2885-4 The "store pessword using reversible encryption for all users in the domain® policy should be set correcthy. FaIL
—_
CCE-2204-1 The application log masdimum size should be configured corracthy.. FAIL
3.2 CCE-2653-0 The security log maximum size should be confiqured correcthy.. FAIL
3.3 CCE-3005-4 The system log maximum size should be configured correcthy., FAIL
3.4 CCE-2115-2 The “restrict guest access to application log” policy should be set corracthy. FAIL
3.5 CCE-27%4-& The “restrict quest scoess to security log” policy should be set correcthy, FAIL
3.6 CCE-2345-7 The “restrict guest access to system log” policy should be set correcthy. FAIL
3.7 CCE-2014-& The "when meximum log size is resched” property should be sst correcthy for the Application log. FAIL
2.8 CCE-2336-6 The "when maximum log size is reached” property should be set correcthy for the Security log, FaIL
3.9 CCE-2777-1 The "when maximum log size is resched” property should be set correcthy for the System log, FAIL

4.1 CCE-2784-7 The reguired permissions for the file %55ystemBoot%| System32\Rep.exe should be assigned. WNOTCHECKED




Rule Technical Details

0. account lockout policy settings
0.1 CCE-2528-0 The "account lkeckout duration® policy should mest mininium reguirements,

{ 0.1.0 and( 0.1.1 or 0.1.2 }}

0, 1.0
Microsoft Windows XP is installed1

0.1.1-
<leckoutpolicy_item id="1">
=force_logoff=-1<fforce_logoff=

zlockout_duration=1800=lockout_duration= r?l'?;:t:rn ual to
zlockout_ocbservation_window= 1800<lockout_cbservation_window= E 200 =
zlockout_threshold=3<flockout_threshold -
=fleckoutpolicy_tem=
0.1.2
=lockoutpolicy_item id="1">
=force_logoff=-1<fforce_logoff= duration
zlockout_durstion = 1800=/lockout_duration= ualks
zleckout_observation_window>= 1800=lockout_observation_window:= eq_ 1
zlockout_threshold=3 < flockout_threshold=
=flockoutpolicy_tem:=
0.2 CCE-2985-8 The "asccount kockout threshold™ policy should mest minimum requirements,
(0.2.0 and( 0.2.1 and 0.2.2 }}
------------- L
Microsoft Windows XP i installed1
------------- L
<lockoutpolicy_ttem id="1">
zforce_logoff=-1=/force_logoff=
zleckout_duration= 1800=lockout_duration= less tl::;ﬁﬂl:ﬂldual to
zlockout_cbservation_window=1800= lockout_observation_window:= . &q
zleckout_threshold=3=flockout_threshold=
=fleckoutpolicy_tem=
............. 0,3, Fmmmmmmmmmmn
=leckoutpolioy_tem id="1">
=force_logoff=-1<force_logoff=
zleckout_duration= 1800=lockout_duration:= ::I:;Ehi;dlﬁ
zlockout_observation_window= 1800< lockout_cbservation_window:= E;

zlockout_threshold=3=flockout_threshold =
=fleckoutpolicy_tem=
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